Use of Drones Policy

Policy Summary:-
· Complete a Use of Drone Notification Form for the flying activity (blank form at the end of this document Appendix A page 13) 
· Obtain permission by the Safety, Environment & Continuity (SEC) department – send the completed form to safetyandenvironment@stir.ac.uk   
· Ensure the operator holds the relevant flyer or operator ID – include this when you email SEC at abovementioned email address.
· Ensure the operator holds the relevant insurance – include this when you email SEC
· Ensure the operator has a pre-flight risk assessment and they complete this the day before they fly the drone – include a copy of the risk assessment blank template when you email SEC

See below for detailed information on the summary:- 

1.0 Use of Drones Policy Statement
The University of Stirling are under a general duty to have in place a formal system to cover safe use of drones on campus and off-site locations. This Policy outlines the requirements for ensuring that drone flights are conducted in accordance the legal compliance required and that can be found in The Health and Safety at Work etc. Act 1974 (HASAWA), the Management of Health and Safety at Work Regulations 1999, Provision and Use of Work Equipment Regulations (PUWER) 1998, and the Air Navigation Order (ANO) 2016 issued by the Civil Aviation Authority (CAA).

The Policy applies to all University of Stirling staff and students, and to third parties/contractors engaged by the University, who use drones both on campus at the University and at off-site locations. Any staff wishing to use a drone overseas should first check the local regulatory requirements with the national aviation authority of the country they are visiting.

2.0 Scope
With the increased use of drones for aerial filming, inspection work and Academic Research by the University, this Policy has been written to look at the safe use and application of these devices across the Campus. The scope of this policy is to outline the arrangements that Faculties and Directorates must put in place to ensure the safe use of University-owned drones (purchased or designed and constructed in-house) for research or commercial purposes and for drones operated by a third-party provider on behalf of the University.


3.0 Introduction
Definitions
3.1 Drones
A drone is the common name for a class of aircraft known as Unmanned Aircraft Systems (UAS). The small (i.e., less than 20kg (without its fuel) aircraft used for civilian purposes are categorised by the Civil Aviation Authority (CAA) as either: Small Unmanned Aircraft (SUAs) if they do not have cameras or other sensors, or Small Unmanned Surveillance Aircraft (SUSAs) when cameras or other sensors are fitted. However, in this guidance the word ‘Drone’ is used throughout.
Unmanned aircraft with an operating mass of more than 20 kg are subject to the whole of the UK Aviation regulations (as listed within the UK Air Navigation Order - ANO), although they may be exempted from certain requirements by the CAA. Because of this, any person intending to operate an unmanned aircraft with a mass of more than 20kg within the UK must obtain a specific approval, in the form of an exemption, before any flight can take place. Further information on large, unmanned aircraft can be found at the CAA website. Any proposal to use an unmanned aircraft with an operating mass of more than 20kg should be notified to the Head of Safety, Environment & Continuity, (if absent contact SEC Team), Estates & Campus Services and submit a Use of Ground request in writing for approval at the earliest.

3.2 Legal Framework
The Scottish government implemented new drone legislation in 2022 that must be followed by all drone operators flying in Scotland. 

It is now a legal requirement that all drone pilots in Scotland follow these rules:
· You must be at least 12 years old to fly a drone on your own. If you are under 12, you must be supervised by someone 16 or over and both of you must have passed the flyer ID test
· Do not fly higher than 400ft / 120m
· Always keep the drone in line of sight
· Obtain permission before flying in airspace restrictions, including 5km radius from airports
· Keep 50m away from uninvolved people (If you’re flying a drone below 250g, you can fly closer to people than 50m and you can fly over them)
· If your drone weighs 250g or more, keep at least 150m away from parks, industrial, residential, and built-up areas
· If your drone has a camera, you must register for an operator ID with the CAA
· You must have insurance if you use your drone for commercial use
· These rules also apply to night-time flying 
· Drone pilots are required to take an online drone safety test before they’re allowed flying time



3.3 Drone Registration 
Drone pilots (or operators) must register before flying most drones outdoors in the UK, these requirements can be found in the tables below. 

There are two requirements, and the pilot may need to meet both: 
· If you fly, you must pass a theory test provided by the CAA to get a flyer ID
· If you’re responsible for a drone or model aircraft, you must register with the CAA for an operator ID
It is against the law to fly a drone or model aircraft without having the required IDs. You can also be fined for breaking the law when flying. In the most serious cases, you could be sent to prison. 

The drone to be used should have a class mark. The class mark will be marked on the drone and in any instructions. Those who want to use the drone for photography will need a flyer ID and operator ID. The table below shows the registration requirements to comply with Scotland's drone flying rules.

	Drone Class Mark
	Flyer ID Needed?
	Operator ID Needed?

	C0 - Not a toy - with camera
	No
	Yes

	c1
	Yes
	Yes

	c2
	Yes
	Yes

	c3
	Yes
	Yes

	c4
	Yes
	Yes















If the Drone does not have a Class Mark, the following consideration should be given:

	Flying Weight
	Flyer ID Needed?
	Operator ID Needed?

	Below 250g – with a camera
	No
	Yes

	250g and above
	Yes
	Yes




Flyer ID 
The flyer is the person who flies the drone or model aircraft. 
You must pass an online theory test provided by the CAA to get a flyer ID. The test is free. 

Operator ID 
The Operator is the person responsible for managing a drone (i.e., the Pilot). This means they’re responsible for maintaining the equipment and ensuring that anyone who flies it has a flyer ID amongst other requirements:-

The operator must: 
· Ensure that only people with a valid flyer ID use their drone or model aircraft
· Label their drones and model aircraft with their operator ID
· Be competent in its use

You must be 18 or over to register for an operator ID. You can use the same operator ID for all your drones and model aircraft. 

3.4 Drone License
If your drone weighs less than 250g and does not have a camera, you do not need a licence to operate it in Scotland. However, if your drone weighs more than 250g or has a camera, you must have completed the CAA Drone Registration. This entails taking an online safety test and registering your drone.

3.5 Insurance
Drones above 20kg are required by law to have third party insurance.
For commercial drone flights it mandatory under the Scottish Drone Law to have EC785/2004 compliant insurance. 

3.6 The Drone Code
The University, in allowing the safe use of drones on Campus, has adopted the principles of the Civil Aviation Authority (CAA) ‘The Drone Code’.


Under the Drone Code users must:
· Always keep the drone in direct line of sight
· Never fly more than 400ft (120m) above the surface (of the ground) and stay at least 5 miles from aircraft, airports, and airfields
· Never fly closer than 50m to people. Even when the drone is more than 50m away from people it must never be flown directly overhead
· Never fly closer than 50m to buildings or vehicles (including boats)
· Never fly closer than 150m to a crowd of 1,000 people or more and never fly directly over a crowd
· Never fly closer than 150m to built-up areas on Campus and never fly directly over these areas
· Provide evidence of competence in the use of the drone before use on university property
· Never fly a Drone weighing between 250g-20kg that does not show a valid operator ID

3.7 Other Relevant Safety Legislation
Aspects of Health and Safety legislation also apply. These include the general duties contained within the Health and Safety at Work Act etc. 1974, the need to carry out a risk assessment (Management of Health and Safety at Work Regulations 1999), and the requirements of the Provision and Use of Work Equipment Regulations (PUWER) 1998.

The Provision and Use of Work Equipment Regulations 1998 ("PUWER") require employers to ensure:

· The drone selected is suitable for its proposed use
· Taking into account the working conditions of the drone and any risks to health and safety
· The drone is only to be used for operations, and in conditions, for which it is suitable
· The drone is inspected and maintained at suitable intervals
· It is being used correctly through monitoring of use
· Consideration has been given to the operating environment and its impact on the durability of the equipment
· Operators have been suitably trained in its use and receive regular refresher training

If any drone operators collect data, operators must comply with the statutory requirements of the Data Protection Act 1998.
 
Other legislation may be applicable depending on the use of the drone. The Safety, Environment & Continuity (SEC) Department should be contacted for advice in this area, where required, when the pilot is preparing the task specific risk assessment.


4.0 Roles and Responsibilities

4.1 Drone Operators (including third party / contractors engaged by the University) shall: -

· Ensure that they hold any permissions/regulatory permits necessary for their intended activities, and that those activities take place in accordance with this policy
· Ensure that permission to use the University Campus grounds or University owned off-campus sites, for drone usage has been obtained from the Head of Safety, Environment & Continuity, Estates & Campus Services in writing and via a Use of grounds request
· Provide details of insurance cover, e.g. a copy of a certificate of public liability insurance
· Ensure the flight is notified to the Head of Safety, Environment & Continuity, Estates & Campus Services or nominated deputy within the SEC Department using the Use of Drones notification form (Appendix 1) plus a Use of Grounds request
· Ensure that their use of drones takes place in accordance with a task-specific risk assessment (generic risk assessments will not be accepted) submitted to the Head of Safety, Environment & Continuity (SEC), Estates & Campus Services or nominated deputy within SEC Department as part of the notification process
· Faculties and Directorates must ensure that the use of drones takes place in accordance with a site risk assessment, operations manual and flight plan submitted to the Head of Safety, Environment & Continuity, Estates & Campus Services and University Security Office, as part of the notification process
· Implement and maintain effectively any control measures, including emergency procedures, identified by the task-specific risk assessment and the drone operating manual
· Operators shall wear, use, and maintain appropriate PPE identified in the task-specific risk assessment as a control measure
· Operators shall report any defects, errors or omissions in the procedure, PPE, or equipment to Head of Safety, Environment & Continuity, Estates & Campus Services or nominated SEC deputy. Approval for flight shall then be suspended until all issues have been rectified
· Report via the University Accident/Incident reporting procedure any accidents or near misses that occur whilst using drones immediately to their Line Manager, SEC and Campus Security. Third-party contractors shall be required to report all incidents immediately to their University contact and Campus Security Team (ext. 7999 on an internal telephone or 01786 467 999 from a mobile)
· Faculties and Directorates should provide suitable instruction, training, and supervision to their staff thus ensuring that they are competent to work with drones and will comply with this policy. Evidence of competency should be submitted with all drone flight notifications and collated in the Drone Safety File. Competency shall be checked by the SEC department before issuing written approval for drone usage
4.2 Safety, Environment and Continuity (SEC) department shall:-

· Provide competent and informed advice to all users regarding this policy and the safe use of drones
· Monitor adherence to safe working practices and procedures
· Support in the Investigation of any accidents or incidents arising during the use of drones to identify the root cause

5.0 Drone Flight Planning

5.1 Task Specific Risk Assessment

The organiser must be able to demonstrate that they have minimised the risks of potential harm that could be caused by the drone colliding with persons or property and these considerations must be recorded in a task-specific risk assessment (generic risk assessments will not be accepted).

The use of the University Campus for drone flight must be agreed in advance and in writing by notifying the SEC department using the Use of Grounds and the Use of Drone Notification forms.
In addition to the above, for off-site locations for take-off or landing, this must also be agreed with the site owner in advance, they are likely to ask for the risk assessment, standard operating procedures, and proof of valid insurance. 

The risk assessment should consider the following areas: -
· Training - does the drone operator, flight supervisor (if different from the drone operator) and flight observers have an appropriate level of training and experience? 
· Has this been documented and agreed by SEC?
· Planning - where is the take-off/landing zone sited?
· Has a formal permission from the SEC Department and the relevant Department / Faculty Manager been obtained for use of the drone on University land and are there any restrictions in accordance with the CAA Drone Code (see section 3.4) which need to be addressed before take-off? Where a drone is to be used on non-University owned property is there written permission from the landowner and have all site risks been taken into account? In this instance, advice should be sought from the SEC Department and the Faculty / Department Manager responsible for the pilot;
· Are there any site-specific hazards or risks (e.g., built-up areas, gatherings outside of your control etc.)? 
· What are the roles of the individuals present and have they been properly briefed on their role?
· Prior incidents. Have the lessons learnt from previous accidents, near misses or deviation from a flight plan been considered?
· Equipment maintenance. Has the drone been properly maintained and checked?
· Have battery logs been consulted to ensure that there is no decline to battery performance?
· Are fail-safes in place to deal with loss of the control signal with and without GPS? Have they been tested recently? (When flying regularly, they should be tested monthly). Can any autonomous or semi-autonomous operations be overridden by a remote operator who is able to take direct control of the flight at any stage? Have operators practised flying without the aid of GPS?
· Emergency procedures. Are there emergency procedures in place for accidents, drone fly away, operator incapacitation, etc.?

5.2 Weather
The drone pilot should check the windspeed, air temperature and visibility on the day of the flight before attempting to take off as this may have an adverse effect on safe flight. A consideration of the weather conditions should also form part the task specific risk assessment. Wind speeds above 10mph, extreme temperatures (in particular those below freezing) as well as poor visibility will result in the cancellation of any planned flights. 

The weather conditions do not just affect the drone but also the pilot.
Cold weather can affect the sensitivity and dexterity of the remote pilot’s hand which in turn affects their ability to control the drone safely.
Air temperature may affect the drone’s batteries, motor, and internal electronics. The drone pilot should check the user manual for any specific effects weather can have on the drone (this will differ between models and manufacturers). Most manufacturers recommend that drone should not be flown in temperatures below 0oc.
Pilots are required by UK law to always maintain visual contact with the drone and to be aware of any obstacles in their surroundings therefore, good visibility is key to safe drone usage. If visibility is poor or going to become poor (i.e., mist, fog, heavy rain, or snow), the drone must not be flown.
Strong winds will also have an impact on the safe use of the drone, most manufacturers will recommend that flight should not be attempted if the windspeed is on average above 10-15mph.

5.3 First Person View
Drones fitted with video cameras which provide an opportunity to downlink ‘live’ video to the pilot either via a mobile phone, tablet, video screen or video goggles is generally the term ‘First Person View’ (FPV).  

For the use of FPV the UK law states:
“The remote pilot may be assisted by a competent observer helping the pilot to keep the drone away from any other aircraft and/or obstacles”
In this case it is still the remote pilot that is responsible for the safety of the flight.
The drone must be always flown in visual line of sight without the need for additional aids such as binoculars or a telephoto lens.
It should also be noted that the images captured on flat screens afford the pilot little in the way of depth perception and no zero peripheral vision, making it difficult to accurately judge speed and distance and to maintain awareness of the surrounding areas of the drone to effectively see and avoid obstacles. To this end, the use of FPV equipment is not to be used for Beyond Visual Line of Sight flight under any circumstances on University Property.

5.4 Indoor Use of Drones
The use of drones within University Buildings shall only be undertaken where it is safe to do so and will require a robust risk assessment. Where indoor drone use is necessary, permission will need to be approved by the Head of Safety, Environment & Continuity, Estates & Campus Services, Head of Faculty / Department and Campus Security.

Whilst flights inside will not have an impact on air navigation because they will not affect flights by aircraft in open space, there does need to be provision in place to prevent the drone from ‘escaping’ into the open air (closing all windows, doors etc.). Consideration must also be given to all other relevant Health & Safety at Work legislation and University Safety procedures when completing the flight plan and task specific risk assessment.

6.0 University Notification Procedure for use of Drones on Campus or University owned sites
If a university staff member or student wishes to operate a drone in connection with their employment or studies, they must notify the Head of Safety, Environment & Continuity, Estates & Campus Services in the first instance and complete a Use of Drones notification form (Appendix 1) at least 4 weeks prior to the proposed flight. 

Where a member of University staff wishes to engage a third party/contractor to operate a drone in connection with the business of the University, they must notify the Head of Safety, Environment & Continuity, Estates & Campus Services first instance completing a Use of Drones notification form (Appendix 1) at least 4 weeks in advance of the proposed flight. Campus Security should also be notified by telephone (Ext.7003 or 01786 46 7003) at least 48 hours before any proposed Drone usage on university land.

The notifier must consider when using a third -party company:
· Who will be impacted by the use of the drone, especially, if recording or data acquisition equipment is to be used 
· Permission from other Faculty or Department Heads if the flight has an impact on their Faculty or Directorate by submitting a Use of Grounds form to the SEC department
· Risks to safety and privacy must be considered and there will be a requirement to inform people before any kind of recording is undertaken
· Competency of the company, particularly in their use of the drone and their use of recording equipment which will help reduce the risk of privacy intrusion
· Always keeping the drone in clear view to make it easier for people to know who the person is responsible for the drone
· Consider where images are to be shared, particularly, if they are to be uploaded to social media

6.1 Safety File for Drone Use
A Drone Safety file should be created in advance of any planned drone project and include as a minimum the following documents:
· Drone manual and user guide
· Safe operating procedure for drone
· Training record documenting competency and relevant training
· Pre- and post-flight checklists
· Flight plan
· Task specific risk assessment
· Details of any ‘toolbox’ talks or safety briefings
· Use of Drone Notification Form (Appendix 1)
· Valid insurance documents
· Valid registration documents
· Valid license for commercial drone use (where applicable)

A meeting should be held at least 2 weeks before the planned drone flight, which is to be attended by a nominated member of the SEC department, the Pilot and project lead to review all documentation before approval should be reviewed by the project lead and a nominated member of the SEC department before written approval for flight is given.

6.2 Use of Drones Notification Form and Permission to Fly
The flight organiser wanting to use a drone or utilise the services of a third-party organisation must complete a Use of Drones Notification Form (Appendix 1). 

The form requires concise information in regard of the proposed flight and shall include:
· Name of the Flight Organiser / Department
· Flight Organiser contact details
· Flyer ID
· Proposed Flight location
· Proposed flight dates and start / finish times
· Proposed Flight details
· Flight Altitude
· Drone details
· The potential impact on other campus / grounds users (if any)
· Emergency contacts (including details of local A&E departments)



Drone flight on University Campus grounds will only be allowed once signed confirmation of the completed Use of Drones Notification form has been received from the Head of Safety, Environment & Continuity, Estates & Campus Services (or nominated SEC member), having been counter-signed by all relevant parties involved (e.g., the Head of Department representing the operator, Campus Security and any other relevant Manager affected by the proposed flight).

CAA permission is not required for practice, demonstration flights or internal research but the pilot must still ensure that no one is endangered whilst flying the drone and take this into account in their risk assessment.

6.3 Other Landowner Permissions 
Permission of the landowner must be obtained in writing before a drone is flown over private land.

7.0 Training and Competence
Individuals must be competent to fly drones. Competence is based upon training, and this ensures that individuals possess the relevant skills and knowledge to fly the drone safely and deal appropriately with any unexpected and abnormal occurrence. A ‘training needs’ analysis will help to decide the type and level of training required. Individuals may fly drones under the supervision of an experienced pilot. Currently there is no drone license available (for drones weighing less than 20Kg), and no legislation or specific requirement for those using small drones for non-commercial activities, or as a hobby, to have any official drone “qualification”. However, if you are intending to use a drone for commercial purposes it is a regulatory requirement to obtain CAA permissions for that work, and therefore necessary to undertake UAS/RPAS/UAV training. It is a requirement that such people will have met the requirements of the UK CAA’s CAP 722 Chapter 4: Civil UAS Remote Pilot Competency (see below). Any reputable course, such as those run by NATS, should be an enabler to gain permission from the CAA. Factors such as pilot experience, aircraft mass and the conclusions of the safety assessment should be taken into consideration when determining whether a person should be permitted to act as a pilot or commander of a drone. Advice can be obtained from the University Safety, Environment, Security and Continuity department. If needed, CAA-approved training providers can be found online.









	Operating mass (maximum)
	Pilot Competency

	7Kg or less
	None, or NQE (National Qualified Entity – i.e., approved by CAA to train pilots) competency assessment or AMC (Acceptable Means of Compliance (number of flight training hours that would satisfy the CAA that formal training isn’t required)

	>7Kg – 20Kg
	None, RPL (Remote Pilots Licence), NQE competency assessment or equivalent.

	>20Kg – 150Kg
	RPL, NQE competency assessment or equivalent.

	>150Kg
	RPL or equivalent




*taken from CAP 722 (Unmanned Aircraft System Operations in UK Airspace – Guidance (caa.co.uk)
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Appendix 1
Use of Drones Notification Form

University of Stirling Use of Drones Notification Form

	Name of Flight Organiser / Department:

	




	Email:

	




	Contact Telephone No.

	




	Flyer ID (where applicable)

	




	Proposed Flight Location

	




	Proposed Date

	



	Proposed Flight Times (e.g., 09.00 - 11.00)

	Start:						Finish:




	Proposed Flight details

	





	No of Drones (SUAs) to be used

	



	Altitude of Flight (delete as appropriate)

	Flight above 35m (115 ft) above the ground

	Flight below 35m (115 ft) above the ground


Flight Organiser:
We/I confirm that the information provided above is accurate and that I will adhere to the flight date, time, and exact location.
We/I also confirm that I have the appropriate insurance for flying on the University of Stirling Grounds.
We/I understand and accept that We/I are responsible for ensuring that the appropriate Health & Safety precautions are in place and will comply fully with the University of Stirling use of Drones Procedure.

	Name
	

	Signed
	

	Date
	



a) Safety, Environment and Security (note: the adequacy of the risk 	assessment is the responsibility of the Flight Organiser
	Name
	

	Signed
	

	Date
	



b) Campus Security
	Name
	

	Signed
	

	Date
	



c) Head of Department
	Name
	

	Signed
	

	Date
	



d) Head of Accommodation Services (if near or above student accommodation)
	Name
	

	Signed
	

	Date
	



e) Sports Centre Manager (if flight is near or over Sports Centre or sports 	fields)
	Name
	

	Signed
	

	Date
	




This Event is Approved 
The following conditions apply:

	






This Event is Not Approved 
The reason for rejection:

	






	Name
	Signed
	Job Title
	Date
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